
Exploring the Android  
Application
connor tumbleson



๏After compilation 
• APK - Android Package Kit 

๏Basically a ZIP file 
๏Unpack easily 
๏Readable? No 

The final step: APK 



๏classes.dex 
๏Assembled Java code 

๏resources.arsc 
๏Assets (layouts, strings) 

Understanding some files 



๏XML files are AXML (Android XML) 
๏Binary XML 
๏Easier for machines 
๏Hard to read for humans

Android XML - AXML 



๏Libraries (Shared Objects) 
๏Game Engines 
๏Android NDK 
๏Native Code

Libraries (.so files) 



Example Protection: SSL Pinning 

๏Uh oh 
๏No more MITM 

๏We have APK 
๏Decode 
๏Modify 
๏Rebuild 





Example Attack: Decoding Pokemon Go 



๏NianticTrustManager.smali 
๏hmmm

New Old

Example Protection: SSL Pinning 



Example Attack: Removing SSL Pinning 



Example Attack: Removing SSL Pinning 



๏We are back 
๏Caveat: Google Auth

Example Protection: SSL Pinning 



๏Direct Boot 
๏Key Attestation 
๏Network Security Config 
๏Certificate Authority 
๏Signature Scheme v2 
๏Directory Access

Context: Android 7.0 Release - Nougat


