
Attacking Android
one application at a time



Our plan today
• Learn about APKs  
• Reverse Engineering Techniques 
• Application examples 
• Android Security Enhancements 
• Tips to prevent
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• Understand Format 
• Learn some tools 
• Extract 

• Assets 
• Logic 

• Rebuild

Goals



Unzipping an APK



Unzipping an APK



• arsc/xml files  
• strings, layouts, images, assets  

• dex files 
• java/kotlin code 

• so files 
• libraries, game engines, native code

Whats in an APK?



Android XML (AXML)



If only we had a tool…



AXML - Disassembled



• Disassemble resources/source 
• Rebuild application 
• Open source 
• 6~ million downloads 
• Amazing contributors 

Tool: Apktool



• Network Attacks 
• MITM, Proxy 

• Source Attacks 
• Application modification 

• Hook Attacks 
• Xposed, Substrate 

Types of Attacks



Network Attack



Tool: Charles Proxy
• Monitor Requests 
• Proxy Requests 
• View SSL/HTTPS Traffic 
• $$ 
• Free Alternative - Fiddler



No SSL
• Contents plaintext 
• Allows easy rewriting 
• Simple proxy 
• Downloads csv file



Uh oh.



Decoding CSV File
• Not encryption 
• Probably compression 
• .bz2 / .gz 
• .lzma / .lzo 
• .z



Decoding CSV File



Tool: Binary Ninja
• Reverse Engineering platform 
• Strings, Disassembly 
• Scripting 
• $ 
• Free Alternative - Radare2



Reading CSV File



Tool: binwalk
• Identify executable code / custom files 
• On GitHub (free) 
• Custom magic database



Tweaked LZMA header
• Header was modified 
• Header required tweaks 
• 4 additional bytes of padding 
• Trial and error



Decoded CSV File



Snapchat Time 
• Send photos, disappear after gone 
• Encrypted photos so MITM useless 
• Unless - You know the decryption



Snapchat in 2013



Snapchat Encryption 2013 
• 2013 - AES (ECB) 
• Electronic Codebook 
• Hardcoded key 
• Other key (ENCRYPT_KEY) unused



Context: AES (ECB) 



Snapchat in 2014



Snapchat Encryption 2014
• 2014 - AES / CBC 
• Cipher Block Chaining 
• Random IV/Key per image 
• IV/Key saved to encrypted file 
• md5(android_id + “seems legit…”) 
• Decrypt cold file, obtain IV/Key



Context: AES (CBC) 



Man in the Middle



Snapchat MITM 
• Hmmm 
• MITM Failed 
• Requests are denied 
• Onward to door 2



Snapchat MITM 



SSL Pinning
• Enforce certificate used 
• Prevents bogus cert, patches MITM 
• Can backfire if not proper 
• Leaf/Intermediate/Root Pinning



Snapchat Search 



Snapchat smali 



Snapchat Patched 



Snapchat Rebuilt 
• Hmmm 
• Rebuilt APK is rejected 
• Some sort of detection 
• Onward to door 3



Xposed Framework
• Hooks “code”, no modifying apps  
• Install onto system 
• Requires ROOT 
• Nougat (7.0) - recent release 
• Oreo (8.0) - nothing official



Snapchat Hooked 
• Success 
• Using an Xposed module 
• Newer Android is no go



Android 7.0 - Nougat
• NSP Rules 
• Debug overrides 
• Standard CAs 
• Ignore User certs 
• API24+



7.0 - Signature Scheme v2
• Full block signature 
• Replaces v1 (jar signature) 
• Modifying applications 



Introducing SafetyNet
• Device passes CTS 
• Emulator Detection 
• Root Detection 
• API Hooking Detection 
• Other attacks



Magisk & Root Switch
• Systemless Root 
• Reset props 
• Tricks callers 
• Pairs with Xposed



SafetyNet v2
• Basic Integrity 
• DroidGuard 
• Idle (12h checks) 
• Safe Browsing, reCAPTCHA 
• Zygote Inspection



Cat n Mouse
• suhide 
• root switch 
• Magisk (Magic Mask) 
• Systemless Xposed



Android 8.0 - Oreo
• SSL downgrading fixes 
• ANDROID_ID is tweaked 
• Verified Boot System 
• Broke Xposed (see the pattern?)



In Closing
• Never trust the client 
• SSL is a requirement 
• Crypto is tough. Don’t reinvent 
• Iterate, sunset old versions
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