Cicada 3301

The Mystery

@iBotPeaches

sourcetoad




Story Time

e Cicada 3301
e 3 Puzzles
 Worldwide Hunt

e Largely Unknown in Public
o Scary




Who?

e Connor Tumbleson
e @iBotPeaches
o Apktool




Weird part of Internet
No Description
“hidden in this image”
Hex Editor Time?

Hello. We are looking for highly intelligent
individuals. To find them, we have devised
a test.

There is a message hidden in this image.

Find it, and it will lead you on the road to

finding us. We look torward to meeting the
tew that will make it all the way through.

Good luck.

3301




Puzzle #1 - Text Editor
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Puzzle #1 - Caesar Cipher

o [XXt> 33m2magkyvZ2gsqg3g = w] O2ntk
e Caesar Cipher is part of ROT family

« ROTO - ROT26 - "rotates” text

e +4 - http:<{//i.imaur.com/m{9{sY{K.j



Puzzie #1 - The Decoy

Image loaded
WOOPS

i Just decoys this way.

e "can't guess how”

.. s\ Looks like you can't guess how

D=7 I to get the message -
. ','..Ul. OUt > ) ”" ‘\‘2\-"’\’]
™~

E AR

\
‘\\

“*:31 ‘\"“

“to get image out”
» outguess (tool)

\ ‘\\ ‘.;



Puzzle #1 - Original Outguess

-» cilcada outquess -r 3301orig2012cesarincluded. jpg out2.txt

Reading 3301orig2012cesarincluded. jpg....

Extracting usable bits: 29049 bits

Steqg retrieve: seed: 228, len: 535

-» cilcada cat out2.txt

Here 1s a book code. To find the book, and more information, go to http://www.reddit.com/r/a2e7j61c78h0j/

: 20
: 3
5
: 20
' 5
:53

DU hBAsA WN =



Puzzle #1 - The sub Reddit

LE-R-N ] 0@ L) AR
e R L 1
e oo ® oo oo 4D
A2E7316IC78H0] | hot | new rising controversial top gilded Want to join? Log in or sign up in seconds. | English
. # ) search Q
Welcome to Reddit.
Come for the cats, stay for the empathy. Leername password
BECOME A REDDITOR and start exploring. - N .
remember me reset password login

Valéte! (i.imgur.com)
submitted 7 years ago by CageThrottleUs
1 comment share save hide report

Submissions restricted

Only approved users may post in this community.

djsl aoltlz? Nhta snwe uawg I ngbl mu Itim, khta hzcn fhpwlnuh hvz (seir.a2e7i6ic78005)
submitted 7 years ago by CageThrottleUs

comment share save hide report é redd|T

djs ctrdqgf, igpkvouvbag ng axf ghrofs, 'Vp, Bnbnvl, kant ics ltcbznl (scir.a2e7i81c78m05) _ _ _
submitted 7 years ago by CageThrottleUs Get an ad-free experience with special

1 comment share save hide report benefits, and directly support Reddit.

gkho eokflvznz ac Ivx oisfs, vg, o tnxegygeg ovwus pns igabf hokumso (seif.aze7jsic78h0j) Get Reddit Premium
submitted 7 years ago by CageThrottleUs
1 comment share save hide report

osihe zg foik, ebavwf urfpte yt gpgiw. Mul nhxu W ool zotv crcftXj (seir.a2e7isic7ho) a2e7j6ic78h0j
submitted 7 years ago by CageThrottleUs
comment share save hide report E 1,341 readers

ercu mnw fymv, agk gsbz. Nne vrenm, Rto, A zldvr alojr tay nglyfm © 6 users here now
! . ’ ’ (self.a2e7j6ic78h0j) o o
submitted 7 years ago by CageThrottleUs a2e7j6ic78h0j7eiejd0120

comment share save hide report Verify: 7A35090F

created by CageThrottleUs a community for 7 years

djsu mnw erg sevhaw qeras, cnn ywaa zzma, jvhhsr Ivx oisfs vkuomkv (seir.a2e7j6ic78n0j)

submitted 7 years ago by CageThrottleUs MODERATORS message the moderators
comment share save hide report

Pixelated_Fudge

Gjsu B rgarmu og avw hkre ujebg khl tgf h aznzss dsts ugqgn sv, ouw (seir.a2e7isic78h09) about moderation team »
submitted 7 years ago by CageThrottleUs
comment share save hide report

erdlk vsda ww im vjwf fl oxp hocr. Hgj Itba Z wbavkhhbd uje cjcdxX. (seir.aze7isic78noj)
submitted 7 years ago by CageThrottleUs
comment share save hide report

bgojakv fom sogl. W likaee oy rgfzx'y xxhvb thdojrl ghf uhyysy, ttv (seir.a2e7isic78n0i)
submitted 7 years ago by CageThrottleUs
comment share save hide report

mcb Igjmd|l byam zvgkxe aof Isxs. Mhx faa wee hm hzclr hbklcvcuxy (seir.a2e7isic78n01)
submitted 7 years ago by CageThrottleUs
comment share save hide report



Puzzle #1 - The sub Reddit
e 2 IMmage posts
 Too many lines of gibberish

No comments. No descriptions.
e Just titles.
 The puzzle continues...



Puzzie #1 - Image 1 - Reddit
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Puzzle #1 - Image 2 - Reddi

sourcetoad

%
N\
VA
N

&

N
I\/

y—



Puzzle #1 - Outguess time

-> cilcada cat welcome.txt
----- BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1

- From here on out, we will cryptographically sign all messages with this key.

It 1s available on the mit keyservers. Key ID 7A35090F, as posted i1n a2e7j61c/78h0j.

Patience 1s a virtue.

Good luck.

----- BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.11 (GNU/Linux)

1QIcBAEBAgGAGBQJIPBRz7AA0JEBgfAeVENQkP1UIQALFcO8DyZkecTK5pAIcGez7k
ewjGBoCf jfO2NLRROuUQm5CteX1H3Te5G+5ebsdRmGWVcah8QzN4U jxpKcTQRPBY9e
/ehVI5B1BIq8GlOnaSRZpzsYobwKH6Jy6haAr 3kPFK110XXyHSiNnQbydGwIBFRI
fSr//DY86BUILE8sGIR6FA8VZzjiifcvemmXkk3ICrT8z0qY7m/wFOYjgiSohvYpg
x5b1G6 TBwxfmXQ0aITdO5r08+4mtLnP//qN7E9zjTYj4Z4gBhdf6hPSUOqjh1s+6
/C6IehRChpx8gwpdhIINflcoz/Z1ggP1qdj75Tyaqg88lEr66fVvB2d7PGObSyYSp
HJ1811lrt8Gnk1UazZUS6/eCjnBniV/BLfZPVD2VFKH2Vvvty8sL+S8hCxsulLCjydh
skpshc JjMVVOXPIEYzwSEaqBqOZMdANFEPxJzCOXISLWSTXROmM85r3NYvbrx91lwVbP
mUpLKFn8ZcMbf7UX18frg0tujmqquUvDQ2dQhmCUywPdtsKHFLc1xIqdrnRWUS3CD
eejUzGYDB51LSTlujTjLPgGvt LCBW5ap00OcfIHUZPOzmIWoEzgFgdNc91TIkcUUlke
e2WbYwCCuwS1LsdQRMA/ /PIN+a1h2ZMSzzMbZsr /YXQDUWVEaYI8MckmXEKkZmDoA
RLOXkbHEFVGBmoMPVzeC

=fRcg

----- END PGP SIGNATURE-----

- cicada §




Puzzle #1 - Outguess time

-» clcada cat problems. txt
----- BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1

The key has always been right in front of your eyes.

This isn't the quest for the Holy Grail. Stop making
it more difficult than it is.

Good luck.

----- BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.11 (GNU/Linux)

1QIcBAEBAgGAGBQJIPCB13AA0JEBgfAeVE6NQkPO6EQAKghp7ZKYXmsYM961NQu5GZV
fbjUHsSEL164ZLctGkgZx2H1HYYFEc6FGvcfzqs43vV/IzN4mKOSMy2qFPfjuG23] /v
7GJjo1VVUXNn6HX9HKXxdx4wYGMP5grmD8k4jQdF1Z7GtbcqzDsxP65XCa0Ymray1Jy
FG501lgFyOflmjBXHsNad

=SqLP

----- END PGP SIGNATURE-----

- cicada J§



Puzzle #1 - The Sidebar

 Reddit Sidebar
 What is that?
e Longer version of subreddit name

a2e7j6ic78h0)
[ 1] 1,352 readers

_ ) 4 users here now

ﬁ a2e/j6ic/8h0j7/eiejd0120

Verify: 7A35090F

created by CageThrottleUs a community for 7 years




Puzzle #1 - The Header

e Reddit Header
e \What is that?

A2E7161c78H03

Jhot new rising controversial top gilded




e Mayan Numbering @29 1 2 3, 4,

e There is our key :) 5 6 7 8 O

* S0 decode header —————

10 11 12 13 14




Puzzle #1 - The Number

¢« 1021471961812 7817019714181419130120




Puzzle #1 - The Number Serious

10214719618 127817019714181419130120
Pattern of this puzzle has been shifts/rotates

djsl aoltlz? Nhta snwe uawg I ngbl mu ltim, khta hzcn fhpwlnuh hvz

Shift backwards...

d

J
S
1

shift 10
shift 2
shift 14
shift 7

t
h
e
e

We spelled "THEE"

. sourcetoad



Puzzle #1 - The Batch

« We aren't savages. Let’s script this.

= BarCamp2019 ./decipher < reddit.txt

thee hither? What evil have I done to thee, that thou shouldst act
the valley, approaching me and saying, 'Oh, Knight, what has brought
with listening to the birds, lo, a murmuring voice was heard through



Puzzle #1 - The Story

o Story about King Arthur
 We had a book!

 Our book code is useful!
e Line 2, character 20.
 Line 3, character 11...etc



Puzzle #1 - The Message

o Call us at us tele phone numBer two one

four three nine oh nine six oh eight
e WOW.

e Into the phone world we go.






Puzzile #1 - Backup: Audio

 Very good. You have done well.
There are three prime numbers associated with the
original final.jpg image. 3301 is one of them.
You will have to find the other two.
Multiply all three of these numbers together and

add a .com to find the next step.
Good luck. Goodbye.




 Take the original image from 4chan
e 509px by 503px (both prime)
e 3301 x 509 x 503 = ?? ook, oo s G

@ § 4 5 1 4 5 1 2 7 i CQ m There is a message hidden in this image.

Find it, and it will lead you on the road to

finding us. We look forward to meeting the

few that will make it all the way through.

Good luck.

3301



http://845145127.com

Puzzle #1 - The Website

e Countdown first

 Then lat/long
e Embedded in image

Find our symbol at the location nearest you:
52.216802, 21.018334
48.85057059876962, 2.406892329454422
48.85030144151387, 2.407538741827011

47.664196, -122.313301
47.637520, -122.346277
47.622993, -122.312576

37.577070, 126.813122



Puzzle #1 - The Locations

« Chino, California * New Orleans, Louisiana
 Erskineville, Australia o Paris, France (2)
 Fayetteville, Arkansas o Seattle, Washington (3)
« Haleiwa, Hawalili  Seoul, South Korea

« Miami, Florida « Warsaw, Poland



 Find the lat/long
 Find the symbol
e Scan the QR




Puzzle #1 - The Onion

« TOR Browser Required
e This story gets unverified.
e Private tests with Cicada




e Released on the subreddit

e ENnd of the 2012 Puzzle
e Started a movement

Hello.

We have now found the individuals we sought.
Thus our month-long journey ends.

For now.

Thank you for your dedication and effort. I you

were unable to complete the test, or did not receive
an email, do not despair.

There will be more opportunities like this one.

Thank you all.

3301

P.S. 1041279065891998535982789873959431895640\
442510695567564373922695237268242385295908173\
98343903703/7447576486341520342349935/7108/71363 1




e January 5, 2013
e Released on subreddit

Hello again. Our search for intelligent
individuals now continues.

The first clue is hidden within this image.

Find it, and it will lead you on the road to
finding us. We look forward to meeting the

tew that will make it all the way through.
Good luck.

3301




Riddle, Book Code, Book
Led to a dropbox file.
File was an ISO
Strange boot
Random files




Puzzle #2 - The Song

 The Instar Emergence
e 16/ seconds
/761.mp3

'Smm
I“ -
s

/



https://www.youtube.com/watch?v=YA1fONCH-CY

« OS Boot ended w/ message

e @1231507051321
The key is all around you.
Good luck. astsor0stsa

] Joined December 2012

3 3 O 1 0 Following 25.4K Followers

Tweets & replies Media

1231507051321 @1231507051321 - Jan 7, 2013

000Ofaba:
006f4120921efOced307817386bfaefa76f41ca73c66ba3e5466ee69b393
6f3b6bfféeb2e3fbaabaebffacbaebaa06bbdbd3bdbf971b5¢c339b59cedfc
Oedaebeab

() 35 11 112




Puzzle #2 - Tweets

 Each tweet, offset and data

e File is gibberish - useless
 XOR this with 761.mp3 from ISO.

0000000
0000041:
0000082:
00000c3:
0000104:
0000145:
0000186
00001c7:

b69ccce300104a464802545959580001008d0000££8b6131616a6a632737293d3e322b3b3e3
404a727b0843460c44595114476a555£5¢c5b57604064511292ae7337217a616c682b636d7£2
5a5712565b445b5¢c5b464b12455b465a5b5¢12535¢c5612575£5740559%9aee54585¢c314a02561
0000000501020337363636f7£f2ba6fffc400b5100002010303020403050504040000017d010
57d6£fa283c736695101608363b3£320e08171blc120e0876757d7e700£0b141210111514323
23273a21262c2f2b575a5¢c5d686£6b7772707175745350525¢5d59484a4f3a3839¢c5¢c6c7£18
£f8c4c8ele50c2cae00030101010101010101010000000000000102030405060708090a0bffc
31061241510761711322328108144291a1b1c109233352£f0156272d10a162434e125f117181



Lead to an alphabet Gematria Primus
Runes (?)

Plays an important part.

ealed through 3301

(. ]
— = < — < — -

>
&

Can you outguess this?

—f |> |=Z | | |=X | >

f
N
b
F
R
\
X
s W
N
}
|
¢
I
K
T




Puzzle #2 - The Image

« A new image
e Blank (?)
 Tabs vs Spaces

Hash: SHA1

Version: GnuPG v1.4.11 (GNU/Linux)

iQIcBAEBAGAGBQJQ5IDTAA0JEBgfAeVONQkP7nMQAJVg7DQilA7NpkacRORA4eBs
NZHJBQNHO2P22h+aFfP/rl1gjGaV3hMWaa2sQ4Vbi/W8eZuH40AsmZUy3EOb+4i{0
3cJRIGAIJIFIZ|DcVXITm5VyUv+WIiqCzBr+bHMK7pkMYQ/rEzeWD56tIsrDgFdjmh

PA/b7 XrDcofd9JfBNFI7D /sF84HL2ig5baNo+MG{Yl4Dq2cHX+SAafXmIN9PXFjx
HRBbuoMLIviKywQ8MnePBPYG6V8sIMmrJIHS5ZcNEaSJ9nGL4AXOXbECqV79ermye
1EeNKcckoeeZMU86SabfMeyZozG04Vkbemn8JH5cssbuF8hf4fdN /LSPANGOr5y9
ifRv7z59pL577 ZpGAju5zBtICBUvmxxNYR5IGLg+Fi/ICqcRC98mzesFnQ7wbDLS
HKyV95SBQK82bbqSREBflrrNb+MjViJwivOY50PTBViHPqriuMw8KDGfSvw9ncCt
dase7vUiXxIrn36xDSRN6cMzTmFZ9lkQYkRAYq5ApERud+JfKCwszG /UxRwo1WOU
OALaWXq5VMp+w5pvQkqg9eHpOriG9Z11VLdb53eTmxKrwyX/2eaiybsnMrRNuxv1
iIEBPVRkifCclccw 1bGq8TyCQF3a50zeiBRngAUT7BwZhLa4bShtki7ZamR0OZZgbKk
8JRMGvoSASNNTEwvUhwl

=ZeNf



Puzzle #2 - Another Onion

"Come to emiwp4muu2ktwknf.onion"
"We shall await you there.”
"Good luck."”

"3301"

Web browsers are useless here.

,H+H+77TT7++=2, += , , FH=T++=,,
71~27 +7177 :,1777 1 77 7+77 7: 277777722~ ,=+=~-172,=77 1
=7171I~-7 ,77: ++:~+7 77=7777 7 +77=T7 =717 yIX777= T77,:~7 +27, ~7 ~ 7777
17+71 777~,,=7~ ,::7=7: 7 77 17 7 7 77,7 I777~+7771= =:,77,77 77 17,777,
=7 2?27 , 71~-,— + 77 2: 2777 +=-77 7172 177771717 777+77 =:, ?27 +7 77772
177 ~I == ~77= +777 777~: I,+772?2 7 7:272?2 27 7 7 77 ~1I 71,,27 177~
I 7=77~+77+?2=:I+-777? , I 7?2 77 7 777~ +7 I+27 +7~2777,771
=77 77= +7 7777 y 1 7127:2,227 +7 7 77?2?24+ 77717,
=I, I 7+:777? +71727777 : 27 7
1171277 -~ AT e T = L E AT 7
f 1~=772772 ?2: Tian R YT 77 :7777=
277 +17+,7 7- 71,+7 ,? 272~2777:
I777=7777 -~ 77 ¢+ 77 =7+, I77 777
+ ~? y + 7 v ~I, =2,
77:I+
-
s 77

Welcome.



Puzzle #2 - Telnet

e Telnet to the onion.

 Tons of commands - hello/count/quit/#

hello

“hello” dumped out another file

A message for you:

0000000:

0000041
0000082
00000c3
0000104
00001c7

0000249

MNNE L wmnl a

2d2d2d2d2d424547494e20504750205349474e4544204d4553534147452d2d2d2d2d0a486173683

:20200a596£75206861766520646£6e652077656c6c20746£f20636£6d652074686973206661722e0
:0a20200a476£f6£f64206c75636b2e0a2020200a333330310a20202020200a2d2d2d2d2d424547494
:6f6e3a20476e7550472076312e342e31312028474e552f4¢c696e7578290a0a69514963424145424
000014 :6b502f4a3051414c44716133564a7939784c4c6c6749356a5068524970340a66786562624e68744

5)
0000186:

4d536e636949593035394b4969354e53545637493937734a626£473377740a6b6848745a674e527
6d456c784£427a57723638646c5159743271664251786b327a522f6654490a544c43454776465a7

0000208:5039764f45586042312b506d30433775505042504e3761716b66555047600a6f3166326873634&6

414e41642£f557046567a542£3835325867363367745a72492b536d66335a0a4256636a70437a794

s :51476d584c325358424234337a565a414a716c355564584c5447586b62640a6e504d64332£43624
a:
00002chb:
000030c:
000034d:
000038e:
00003cf:

3277484b4cdf76666a5176455758495931434d68493638426a30725a6f2f0a4d2£6669333133464
6e45385878685273793734415a35477141326£484d6566544171335975570a35505838733638324
414c4a4762777a366d7461754251716c53364152735166656b446e336£f5a0a796£73532b6757433
35635439526e367058324e564e585378677a585842346e493258727259610a346b5172356157423
2£f554633515437354d6978514d75344d2b3577436e4e656b676675794£360a5a7679627a7034733
4420504750205349474e41545552452d2d2d2d2d0a

o Be ¥ a B | 11 & e o YN 1 o Vgl =~

- e s a



Puzzle #2 - Another Onion

 Read file - points to another.

<html>
<head><title>3301</title></head>
<body>
Patience is a virtue.
<!-- which means, come back soon. -->

</body>
</html>



Puzzile #2 - Waiting Over

e Tron?
 No, a Zen proverb
 Knock = ping?

You already have everything you need to continue.
Sometimes one must "knock on the sky and listen to the sound.”
Good luck.



Puzzle #2 - Ping Pong Data

 Each ping returned data

e Slowly build a file

Hash: SHAl

Well done. You have come far.
pklmx2eeh6fjt7zf.onion

Good 1luck.

3301

----- BEGIN PGP SIGNATURE-=—=--
Version: GnuPG v1.4.11 (GNU/Linux)

iQIcBAEBAGAGBQJQ7vVDAAOJEBgfAeV6NQkPIX4P/31A5LP2zIhkii8sBjuvxIcOn
4KFQO+uVVsR53zImSqlhq6iVAE9+Ko7vIqjD2whTIUFVYZNBq/92wEZJuCSonovH
HqYZTQihIS9d+QDuwUNvXr4ilrRmITKMrWw3D23rpWs6Z1lnehuUDVI8unbN9Zi3h
3hvok3/+/FofLia9Kvbo+FIDi7TINNRpgepgXd/6dQIP4kn63kKCP20QMdRf2 £XF
ZLx5ADS140vaNFNUAHTJI1qdkPYcdTiNDJkxqkls82y2doGoEPOChBUJx1yMiUVXn
1iLOWM2KNrf6If64KxEoetOraWqg9P613BjGVPCkrotB608SSs2Lihsa4B0ifI33
ABlpvSDIgpBu/zIO/WFYOfnnrtdvDpVP/Wy+pgqZJ/wOUuhJZhzi5vppjVvCm/g9H
C/aXQxa+XXe7his4f9tuIBD1wIYAtnE8MOuDCsfiZ jBaZNMnOO7 /hOwnNQSBAMcCr
KgL5yHSnpI50CtoA+6ycWZURBkrtlrt4eNxsCqgQlXWed/hWwbgb6S1JJemJOPbbmt
V5D7iDUO+r20IUEZTECSjdzrXcJ8FLtgCGVaLJhCdsyirRHmMURwkYLw/B8TpcJQz
gbY6oeDxDosIbE6uhDNV2RVKmpWqLDMhLGHVjkDjJpodES5L30bbylWuRnHfFqfKH
1mubvMAGO03rxx1Y+9XG

=6Sgs



Puzzle #2 - The Locations

 Annapolis, Maryland
 Columbus, Georgia
 Dallas, Texas

o Little Rock, Arkansas
e Moscow, Russia
 (Okinawa, Japan
 Portland, Oregon




 Call number on poster. It asks for code.
« Enter code "L (5) M (6)" and failed.
 Lets look at the Primus ks
e L-73
¢« M-71
e Password

Gemal'rla Prlmus

—f |>€ | = [ | |X |> |2 |7 | X |=X | | —> | =




Puzzle #2 - Onion Hunt

e Dataset 13? - From the ISO
« XOR it again. Another onion....

Dataset:13
Offset:12821

Data:28C07E1B102D4D5C4C1A376E064477E1416FCC94928765



Puzzle #2 - SSSS

e 02-41cc481a51fe/77f91600f593cl1db2ce9babd2626eabe
e (03-7678a5f6b72042d839151b34b02ffe161cf997fed484
e 05-fcd82965b6632ea25d80edc3e58baafb4b2938895chd
e 08-b970e507dbcd4acl115a273126f62671654c480fce32e5
« (09-82a98a7fe06014f/783b752506cf6cdlfabaa3d8b3750
e 10-1668a611ba%9fccddee2a0d8fd/7e05df4d01c6d42a26d

Output from the ssss-comBINE invocation:

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------



Puzzile #2 - The Test

You cannot step mto the same river twice.

Answer:

« 20 Questions. 5 Minutes.

() False
) Indeterminate

© Meaning]
o N O ret rYI O SeTf-RefeiZ;tial
) Game Rule

) Strange Loop
() None of the Above

Post Answer

01 min and 58 sec

Question:

Two people are standing by a lake. One says, "that's a lovely reflection in the water." The other says "I see no reflection, but it's a fascinating assortment of fish,
plants, and rocks within the water."

Which one 1s Iying?
Answer:

() The person who sees the reflection

() The person who sees the fish

) Both

) Neither
FPost Answer

01 min and 56 sec

$. sourcetoad



Puzzle #2 - Goes Unverified

Email sent to solvers

Cookies set
Goal:

Respond to this protocol

Deadline: Feb 3, 2013

2013/02/25
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03
2013/03/03

14
10
10
10
10
10
10
10
10
10
10
10
10
10
11

11
11

:32:
257
:58:
:58:
:58:
:58
:58
:59:
:59:
:59:
:59:
:59:
59
59
:00
11:
11:

00

01

:48

05
09
18

:29
56

10
14
16
18
21

:28
56
:29
:58
01:
:01:
:01:

11
18
18

Build a TCP Server in any language

server is running under address [22]:3307
got connectlon from 127.0.0. 42483
executing 'rand 3' for 127.0. 0 1:42483
executing 'rand 3' for 127.0.0.1:42483
executing 'rand 0' for 127.0.0.1:42483
executing 'rand 1' for 127.0.0.1:42483
executing 'quine’ for 127.0.0.1:42483
executing 'base29 1033’ for 127.0.0.1:42483

executing 'koan' for 127.0.0.1:42483
executing 'koan' for 127.0.0.1:42483
executing 'koan’' for 127.0.0.1:42483
executing 'koan’' for 127.0.0.1:42483

executing 'dh 3301' for 127.0.0. 1 42483
executing 'dh 3301' for 127.0.0.1:42483
executing 'dh 3301' for 127.0.0.1:42483
executing 'next' for 127.0.0.1: 42483
executing 'dh for 127.0.0.1:42483
executing 'goodbye’ for 127.0.0.1:42483
closing connection to 127.0.0.1:42483



e January 6, 2014
e TWweeted Hello.

Epiphany is upon you. Your pilgrimage has

begun. Enlightenment awaits.

Good luck.

3301




Puzzle #3 - A Book Code

Hash: SHA1l

The work of a private man
® a ra g ra p who wished to transcend,

He trusted himself,

to produce from within.

1:2:3:1
e Sentence
45:5:2:3
20:3:20:5
8:3:8:6
48:5:14:2
@ WO rd 21:13:4:1
25:1:7:4
15:9:3:4
1:1:16:3
4:3:3:1
8:3:26:4
o e er 47:3:3:5
3
13:2:5:4
1:4:16:4
(o)
n
i
(o)
n
Good luck.
3301

————— BEGIN PGP SIGNATURE—-=---
Version: GnuPG v1.4.11 (GNU/Linux)



Puzzle #3 - Another Image

 Qutguess again.
« An RSA Key

65537
75579125746085351644267182920580212556413102071876330957950694457000592\
10248050757270234679993673844203148013173091173786572116639

=\

- ————— BEGIN COMPRESSED RSA ENCRYPTED MESSAGE—-=—-—--
Version: 1.99
Scheme: Crypt::RSA::ES::0AEP

eJwBswBM/zEwWADE2MgBDeXBoZXJ0ZXh0OLE2 jxJS1EzMc80kOK+hralGKnXgQKQgVitIy8NgA7kxn
2u8jNQDvluOuymNNiuGXVCCnG6axGHOIZ9w4Af3K/ngjObszlQ7QngNALJ9FFPgY 5rh07cBP
M9kbSH6DynU/5cY¥gQod2KymjWcIVKx3FkjV4UOGakDnBf leQpluwvn3KxDVwTyzPgbMnZvOAO6EC
AfKtyzlhEK/UBXkeMeVrnV5SQQ==

=yTUshDMKN65aPaKARQOU8g==

- ————— END COMPRESSED RSA ENCRYPTED MESSAGE-—----




Puzzile #3 - RSA Catch Up

e Given e & n

« N =p * g (secret @)

e @ = encryption exponent

 n length = 130 digits (430 bits)



e« 2019 Laptop
e /h 20min
 Key obtained.

ibotpeaches@foundation$ time docker run -it b4den/rsacrack 755791257460853516442671829205802125564131020718763309579506944570005921024805075727023467999367384420314801317309117378657211663
pubkey.e: 6553

pubkey.n: 755791257460853516442671829205802125564131020718763309579506944570005921024805075727023467999367384420314801317309117378657211663
Key looks like 432 bit
Using cadonfs to compute prime
results are: [u'97513779050322159297664671238670850085661086043266591739338007321"', u'77506098606928780021829964781695212837195959082370473820509360759"', 65537L
Key extraction done
BEGIN RSA PRIVATE KEY———-
MIIBDAIBAAI3AK50gkj061hiMbT/iIsA+111517rg0iDK25eRHiXDIgp0ONuKFHO3U/5YHNaIjM

YqZZ4i1lSnwIDAQABAjZtP5cLOXy6RpvcPh3y9qTS8mrnHVH3yZTcI/lwoIubRaClaifErsBrjIv
e7LQ1fgyRo+c8hECHADtCvIDTZS6NNNntQIAKTebMInwGSpu4imfXoxkCHAC8aCngGxUhK@AbNATN
h4An2VINmuWt2dhy@ncCGwcXTSAieOKBt851ZR3]1j19gA/Yd59zPLwxw4uAIbNsOR69 rhfdX5eVH
4QFyn0dXzrhchHs 13IjkAhsmGCSA2TOfTd6T+mI7XHMpxqj90oFdz93zmILk=

=1 717m2.977
user Oml.752
Sys 0mo. 245




Puzzle #3 - Quick Hits - 1

 Page growing with bytes

 Tons of characters - 3,641,299
 Convert to binary (xxd)
e Flipped bits (perl)

e Detect magic values for JPEG (binwalk)



i

N0

e 3 images. A book (?) 5 R-;skmreseﬂwmxw-mm-”rm-
obe

AN YRR Y
KMy
TN NN [ °
\ 5‘0\”1\HH\-PFXF-LFIh-:-LF-HN-\I\m-F\’%) ,.
- -J; ;L &
D\ / S NN AHNNHBORAE A\ \f €

e Decode to hexadecimal
« Complicated decode

. Transposition cipher s 0 v rnEne )2
o BRI TR
» Decode to another msg S
| Sedy |

Y



Puzzle #3 - The slowdown

 Progress was tough, or hidden
e Onions started going offline
 Only had a few select pages

« Then May 2, 2014

e Cicada returned...



Puzzle #3 - Liber Primus

« Released at once RPN BRI
RGN (T
SR TIANE

» /6 pages. NSRRI

TP RN T
KT HPBRNE T
KIS THP MR T H
QPN BYGINN S
NPT AP IR T

T Y AN
B XX RTINS TN Pk

B IRNUPTATMRX MR

 Only 19 solved (public)




e Stick to the Book
« No new puzzle

Hello.

The path lies empty; epiphany seeks the devoted.

Liber Primus is the way. Its words are the map, their
meaning is the road, and their numbers are the direction.

Seek and you will be found.

Good luck.

3301

Beware false paths. Verify OpenPGP 7A35090F.




Cicada Update - April 2017
e NO Image
e \erified message.

 Beware false paths. Always verify PGP
signature from 7A35090F.



"Question all things.”

- Cicada 3301



@iBotPeaches
Connor Tumbleson
connortumbleson.com
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