
Cicada 3301
The Mystery

@iBotPeaches



Story Time

• Cicada 3301

• 3 Puzzles

• Worldwide Hunt

• Largely Unknown in Public

• Scary



Who?

• Connor Tumbleson

• @iBotPeaches

• Apktool



January 5, 2012 - 4chan

• Weird part of Internet

• No Description

• “hidden in this image”

• Hex Editor Time?



Puzzle #1 - Text Editor



Puzzle #1 - Caesar Cipher

• lxxt> 33m2mqkyv2gsq3q = w] O2ntk

• Caesar Cipher is part of ROT family

• ROT0 - ROT26 - “rotates” text

• +4 - http:{//i.imgur.com/m{9{sY{K.jpg




Puzzle #1 - The Decoy

• Image loaded

• “can’t guess how”

• “to get image out”

• outguess (tool)



Puzzle #1 - Original Outguess



Puzzle #1 - The sub Reddit



Puzzle #1 - The sub Reddit

• 2 image posts

• Too many lines of gibberish

• No comments. No descriptions.

• Just titles.

• The puzzle continues…



Puzzle #1 - Image 1 - Reddit



Puzzle #1 - Image 2 - Reddit



Puzzle #1 - Outguess time



Puzzle #1 - Outguess time



Puzzle #1 - The Sidebar

• Reddit Sidebar

• What is that?

• Longer version of subreddit name



Puzzle #1 - The Header

• Reddit Header

• What is that?



Puzzle #1 - The Mayans

• Mayan Numbering

• There is our key :)

• So decode header



Puzzle #1 - The Number
• 10 2 14 7 19 6 18 12 7 8 17 0 19 7 14 18 14 19 13 0 1 2 0




Puzzle #1 - The Number Serious
• 10 2 14 7 19 6 18 12 7 8 17 0 19 7 14 18 14 19 13 0 1 2 0

• Pattern of this puzzle has been shifts/rotates

• djsl aoltlz? Nhta snwe uawg I nqbl mu ltlm, khta hzcn fhpwlnuh hvz 


• Shift backwards…

• d = shift 10 = t

• j = shift 2  = h

• s = shift 14 = e

• l = shift 7  = e


We spelled “THEE”



Puzzle #1 - The Batch

We spelled “THEE”

• We aren’t savages. Let’s script this.

•



Puzzle #1 - The Story

• Story about King Arthur

• We had a book!

• Our book code is useful!

• Line 2, character 20.

• Line 3, character 11…etc



Puzzle #1 - The Message

• Call us at us tele phone numBer two one 
four three nine oh nine six oh eight


• wow.

• Into the phone world we go.



Puzzle #1 - The Recording

• Video



Puzzle #1 - Backup: Audio

• Very good. You have done well.  
There are three prime numbers associated with the 
original final.jpg image. 3301 is one of them.  
You will have to find the other two.  
Multiply all three of these numbers together and 
add a .com to find the next step.  
Good luck. Goodbye.



Puzzle #1 - Prime Hunt

• Take the original image from 4chan

• 509px by 503px (both prime)

• 3301 x 509 x 503 = ??

• 845145127.com

http://845145127.com


Puzzle #1 - The Website

• Countdown first

• Then lat/long

• Embedded in image



Puzzle #1 - The Locations
• Chino, California

• Erskineville, Australia

• Fayetteville, Arkansas

• Haleiwa, Hawaii

• Miami, Florida


• New Orleans, Louisiana

• Paris, France (2)

• Seattle, Washington (3)

• Seoul, South Korea

• Warsaw, Poland



Puzzle #1 - Real World

• Find the lat/long

• Find the symbol

• Scan the QR



Puzzle #1 - The Onion

• TOR Browser Required

• This story gets unverified.

• Private tests with Cicada



Puzzle #1 - Ended

• Released on the subreddit

• End of the 2012 Puzzle

• Started a movement



Puzzle #2 - Began

• January 5, 2013

• Released on subreddit



Puzzle #2 - ISO

• Riddle, Book Code, Book

• Led to a dropbox file.

• File was an ISO

• Strange boot

• Random files



Puzzle #2 - The Song

• The Instar Emergence

• 167 seconds

• 761.mp3


https://www.youtube.com/watch?v=YA1fONCH-CY


Puzzle #2 - ISO Ending

• OS Boot ended w/ message


• @1231507051321  
The key is all around you.  
Good luck.  
3301




Puzzle #2 - Tweets

• Each tweet, offset and data

• File is gibberish - useless

• XOR this with 761.mp3 from ISO.




Puzzle #2 - The Image

• Lead to an alphabet

• Runes (?)

• Plays an important part.

• Can you outguess this?



Puzzle #2 - The Image

• A new image

• Blank (?)

• Tabs vs Spaces



Puzzle #2 - Another Onion



Puzzle #2 - Telnet

• Telnet to the onion. 

• Tons of commands - hello/count/quit/#

• “hello” dumped out another file



Puzzle #2 - Another Onion

• Read file - points to another.



Puzzle #2 - Waiting Over

• Tron?

• No, a Zen proverb


• Knock = ping?



Puzzle #2 - Ping Pong Data

• Each ping returned data

• Slowly build a file



Puzzle #2 - The Locations
• Annapolis, Maryland

• Columbus, Georgia

• Dallas, Texas

• Little Rock, Arkansas

• Moscow, Russia

• Okinawa, Japan

• Portland, Oregon




Puzzle #2 - Calling Again
• Call number on poster. It asks for code.

• Enter code “L (5) M (6)” and failed. 

• Lets look at the Primus


• L - 73

• M - 71


• Password Accepted.



Puzzle #2 - Onion Hunt
• Dataset 13? - From the ISO

• XOR it again. Another onion….



Puzzle #2 - SSSS
• 02-41cc481a51fe77f91600f593c1db2ce9babd2626ea6e

• 03-7678a5f6b72042d839151b34b02ffe161cf997fed484

• 05-fcd82965b6632ea25d80edc3e58baafb4b2938895cbd

• 08-b970e507dbc4ac115a273126f62671654c480fce32e5

• 09-82a98a7fe06014f783b752506cf6cd1fabaa3d8b3750

• 10-1668a611ba9fccddee2a0d8fd7e05df4d01c6d42a26d




Puzzle #2 - The Test
• 20 Questions. 5 Minutes.

• No retry.




Puzzle #2 - Goes Unverified
• Email sent to solvers

• Cookies set

• Goal: Build a TCP Server in any language


• Respond to this protocol

• Deadline: Feb 3, 2013




Puzzle #3 - Began

• January 6, 2014

• Tweeted



Puzzle #3 - A Book Code

• Paragraph

• Sentence


• Word

• Letter




Puzzle #3 - Another Image

• Outguess again.

• An RSA Key



Puzzle #3 - RSA Catch Up

• Given e & n

• N = p * q (secret 🔒)


• e = encryption exponent

• n length = 130 digits (430 bits)



Puzzle #3 - RSA Factorization

• 2019 Laptop

• 7h 20min

• Key obtained.



Puzzle #3 - Quick Hits - 1

• Page growing with bytes

• Tons of characters - 3,641,299

• Convert to binary (xxd)

• Flipped bits (perl)


• Detect magic values for JPEG (binwalk)



Puzzle #3 - Quick Hits - 3

• 3 images. A book (?)

• Decode to hexadecimal

• Complicated decode

• Transposition cipher

• Decode to another msg

• Goal: Onion URL



Puzzle #3 - The slowdown

• Progress was tough, or hidden

• Onions started going offline

• Only had a few select pages

• Then May 2, 2014

• Cicada returned…



Puzzle #3 - Liber Primus

• Released at once

• 76 pages.

• Only 19 solved (public)



Cicada Update - Jan 2016

• Stick to the Book

• No new puzzle



Cicada Update - April 2017

• No image

• Verified message.

• Beware false paths.  Always verify PGP 

signature from 7A35090F.  



- Cicada 3301

“Question all things.”



@iBotPeaches 
Connor Tumbleson 

connortumbleson.com


