Xbox to 360 Security

Modding Halo along the way.

// ibotpeaches



Name the Xbox - 1

XboX - (November 2001)



Name the Xbox - 2

The Xbox Developer Kit (XDK) - (Feb 2000)



Name the Xbox - 3

~

Translucent "Ice Blue” Halo 2 Canadian Special Edition Xbox - (March 2005)



Name the Xbox - 4

- (November 2005)

Xbox 360



Name the Xbox - 5

Xbox 360 Launch Team Edition - (November 2005)
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Xbox 360 Slim - (June 2010)



Name the Xbox - 7

Xbox 360 E - (June 2013)



Who

e |IBotPeachesy

e Connor Tumbleson (.com)
e Started in Halo

e Migrated to Android

e Now Web/PHP Security




Refresh - Xbox

e Intel Pentium Illl 733 MHz CPU
e NVidia GeForce 3MX
e DVD Drive

e 3GB HDD

e 64MB RAM




Softmod an Xbox

Hardmod an Xbox

"Mod"” Halo )

Hardmod a 360 AR _e—

Results for connection to PartnerNet:

" M O d " H a I O probes: 20 sent, 20 received

round trip ms: 84 min, 86 median
average bandwidth:

3175.10 kbps down, 10000.00 kbps up

NAT type: Open

Flash: 14719.0 XDK: 21076.1 W




Softmod?

e Modify an xbox beyond intention
WITHOUT any hardware interaction.

@ Or Iin web industry - a vuln.




What did you need?

e An affected game

@ Transfer mechanism
e Splinter Cell
@ Action Replay




e Don't play
e Load a game save
@ A packed save




Game Saves - 101 - Xbox

e Two types - Roamable / "noroam”
@ horoam - signed via game + XboxX
e roamable - signed via game + constant

¢ 5C0733AE0401F7ES8BA7993FDCD2F1FEO (retail)
¢ 66810D3791FD457FBFA976F8A446A494 (debug)



The Market - Action Replay
© Buy
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Game Saves - Difficulty

e What to hash? - Not consistent
@ Trial and error
e Play/Save - Do nothing
e Play/Save - Do 1 thing

e Compare/Contrast



The Bounty & 007

@ $100,000 bounty to softmod is up
@ Michael Robertson (MP3 / Lindows)

© Odd release
® uudecode
@ 1st post

xboxhacker.net (dead)

0 XboxHacker BBS ->General ->General Xbox Hacking & Modding

» Project B Solved!, Linux Project B solved!

« Next Oldest | Next Newest »

habibi_xbox

Posted: Mar 29 2003, 12:20 PM

Newbie
(]

Group: Members
Posts: 1

Member No.: 8724
Joined: 29-March 03

Subject : Project B Solved !
Ladies and Gentlemen,

I'm happy to present the first solution found for the Xbox Linux Project B:
Here is a way to run Xbox Linux on an unmodded, unopened Xbox !

Inlcuded is a uuencoded zip file containing all the necessary files. Here is
what you need:

- - You need an unmodded XBOX (not sure it works with modded bios)

- - You need the game 007 Agent Under Fire (*NOT* NIGHTFIRE, those are two
different games!)

- - You need a way to transfer a save to a memory card (that is, xbox-save.com's
hardware, or usb<>xbox cable + usb stick + xbox-save software, or you can

use a standard memory card too if you can put files on it (with EvoX for
instance).

- - You need to get the "Xbox Linux Live" small distro.

Got all this? Let's party!


http://xbox-hacker.net
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The Overview - 007 Hack

e Small little dat file
@ An Image Is In It?

= ads binwalk xbsavegame.dat
DECIMAL HEXADECIMAL DESCRIPTION
4224 0x1080 JPEG 1mage data, JFIF standard 1.01



The Technical - 00/ Hack

e Buffer Overflow

e Decrypt the JPEG. Find the real hack.
@ Disable write kernel protections

e Adapt RSA public key. Make factorable
e Launch into modified XBE



Wait - "RSA”

e Given e & n

e N=p *q (secret &)

© @ = encryption exponent

@ n length = 617 digits (2048 bits)
e N = public key



Wait "adapt public key” ?

@ Meet the "Habibi” (David Jilli) Key
@ Change last 4 bytes of public key
@ Key is divisible by 3



Public Modulus Original

207401193272587237602760235090630171384559936062748835267319
5511324110900/73543623741289960962910463535723067421103054569
4682486220386/71150423698787297034/75765112280167498189046437/7
946029661688124194233651969/796694319295889511268046487430293
8/83366603176573433716594963473137559247167029424618087/8151
0481267462696/7/45009/04500511/5466570687005452630641050248887
6911803205991/84586/6530404194040036845598825091953986309228
24050405379620513589699993980205694266973236095/7721534763882
6/41847653366351274624331031/8538619464300530728905029493197/
037650237921611449426113236294444096001/73894963/7971568599165
67288947565058003



Public Modulus Modified

17371852435364932234198289696093135/71911241516656433462/71993
56168/628353355924245368624973600141597386300468850576359168
547590976209742456684525903543101672646834765311731630588984
764181836/45059135611309809022140263820239540112731228869033
0154995510348977002661971188776/739842/7379601400/7879830762126
0318956952443242726051592106351340435479/51945/77351396092224
1146152405034934028576525864929400418245832584/73225983117477
3662108333954210908513825/7913063024645042563940841231676/7258
19951388256701826/864975506296952155115952699507076085315483
001143999/73695889243598772097105699530419181744793002739/811
16244276221499347



Wait "adapt public key” ?

e Fermat’s Little Theorem

@ Factorize the private key

github.com/XboxDev

Q, Filter changed files 78
79

(9 main.c O 80

[ xbevalidate.c O

[ xboxlib.c O

81
82

78
79

e

HE

1) + |

81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103

};
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+
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typedef struct RSA_PUBLIC_KEY

{

LA A\ UII.J.LBIIL-U wilical IL-.J\I\\.-’ L] - | 8

0x52,0x53,0x41,0x31,
0x01,0x00,0x01,0x00,
0xf2,0x17,0x36,0xd4,
Oxef,0x7f,0xc2,0xee,
0xe3,0xae, 0xcb,0x73,
0x95,0xda, 0xed, 0x1b,
@xa2,0xc0,0xf7,0xba,
0x10,0x5d,0x47,0xbe,
0xf9,0x9d,0xfb,0x15,
0x52,0xca,0x07,0xbd,
Oxc4,0x71,0xf3,0xe9,
0x89,0x14,0x9a,0x81,
@xa5,0x70,0xbd, 0x60,
0x69,0xcf,0x52,0xdb,
0x1b,0xb4,0x6¢c,0x5a,
0xb0,0x47,0x9a,0x8d,
0x2d,0x83,0x81,0x76,
@xbd,0x1b,0x4b, 0xa4

unsigned char xboxKeyDatal] = {

0x08,0x01,0x00,0x00,
0xd3,0xd7,0x4e,0xe5,
0x2e,0x52,0xf6,0xd2,
Oxbd, 0x05,0x8b, 0xde,
0x72,0x73,0xb5,0xfb,
0x2e,0x2f,0xa2,0x29,
0xb3,0x3e,0x8a,0x75,
0xd1l,0x6a,0x52,0x90,
0xd9,0xa4,0x1c,0xcf,
0x27,0x98,0x01,0xal,
0x4e,0x72,0x42,0x9c,
0x16,0xcl,0x80,0x8c,
0x0c,0xe8,0x37,0x9d,
0x68,0xf5,0x11,0xcb,
0x53,0x6e,0x26,0x98,
0xed4,0xb3,0xe2,0x98,
0x0c,0x88,0xba, 0xd4,

0x00,0x08,0x00,0x00,
0x66,0x3d,0xd7,0xe6,
0x02,0x10,0xf5,0x64,
0x79,0xb4,0x77,0x8e,
0x01,0x5b,0x58,0x46,
Oxel,0x3f,0xf1l,0xb9,
oxff,0x06,0x92,0x5c,
Ox0b,0xae,0x6a,0x0b,
Ox6f,0xed,0x71,0x94,
0x9e,0x4f,0xa3,0xed,
0xf@,0x39,0xce, 0xbe,
0x3e,0x6b,0xaa,0x05,
Oxeb,0xf4,0x52,0xea,
0x57,0x8f,0x9d,0xal,
0xf1l,0x88,0xae,0x7c,
0x85,0x61,0xbl,0xca,
Oxc2,0xd5,0x3c,0x14,

oxff,0x00,0x00,0x00,
Oxc2,0xd4,0xa3,0xal,
0x9c, 0x34,0x7b,0xff,
0x5b,0x8c,0x14,0x99,
Ox6d,0xfc,0x8a,0xd6,
Ox5b,0x64,0x51,0x2e,
0x07,0x26,0x75,0x79,
0x33,0x44,0x93,0x5e,
Oxbe,0x13,0x00,0xa8,
0x9f,0xad,0xaa,0x73,
0x03,0x76,0xfa, 0x2b,
Oxec,0x67,0x5a,0xcf,
Ox4e,0x60,0x9f,0xe4,
0x38,0x0a,0x0c,0x47,
0x96,0xbc,0xf6,0xbf,
Ox5f,0xf7,0x98,0x51,
Oxc7,0x72,0xda,0x7e,



The Limbo State

© In between worlds

SLAYER'S CvoA (UTo-InSTALLER

@ The auto-installer
e Dashes, BIOS, etc e "-n,

'\

' H,- ""
@ Now "soft-modded” el

2) Save BlOo l CFPROM (XBOX C \backup)

Al
3)NEWINSTALL I FULL f\BUll D

. ey "

SlaYers_EvoX_Auto-Installer_v2.7FINAL.pdf



O M O d d e d d a S h b O a rd Date: 2/19/2006 12:51:02 AM Tray: Empty

C: 322.83 MB free Nickname: iBot
E: 2,326.02 MB frée'

@ La u n C h G a m es F: 12,263.13 MB free - P ’Launch DVD

G: 129.744.47 MBS
.\

“ '@ Games

'@ Applications
e Launch Apps b | st
@ File Explorer

e Settings

CPU: 41.00 C IP: 192.168.1.227 DHCP
M/B: 33.00 C Users: O




Bert n Ernie

;;this finds 2 exports in the pe header, HalWriteSMBusValue and XePublicKkeyData

findexp :
5 lea edx, [ebp+(offset smb - offset getip)]
e Mysterious release
mov edi, [edi+1Ch]
lea edi, [esi+edi]
getexp :
mov eax, [edx]
» Not obfuscated
or eax, eax
jz short findkey
sub eax, ecx
o0 shl eax, 2
@ Two font files
or eax, eax
jz short storeaddr
add eax, esi
storeaddr :
e Buffer Overflow
inc edx
inc edx
inc edx
- - inc edx
jmp short getexp
@ r a I S I ;11 some data for use various places
path db "\Device\HarddiskO\Partition2',0
file db 'default.xbe’,0
smb dd 32h
key dd 163h
dd O

phoenix.maxconsole.com (dead)


http://phoenix.maxconsole.com

The SoftMod Saves

@ James Bond: 007 Agent Under Fire
® MECh Assa U It »2+ Rockys Fixed the Extras Disc crashing if you press Up on
e Splinter Cell P

MA/UDATA/4d530017

e TonyH awk ProSkater 4 S NTSC/UDATA5553000¢

SC-PAL/UDATA/5553000c

@ F rO g g e r TH4-NTSC/UDATA/41560017

TH4-PAL/UDATA/41560017

TH4-Region-Free/UDATA/41560017

github.com/Rocky5/Xbox-Softmodding-Tool



Hardmod?

e Modify a
o ;’ n Xxbox beyond intention W
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Hardmod Features

e Hardware Upgrades - HDD / RAM
e Custom BIOS
@ Forgiving of errors




Motherboard

© MCPX
e SRAM (64mb)
© EEPROM

Xbox Architecture - A Practical Analysis (Rodrigo Copetti)
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Xecuter X3 Documentation



X3 Detected: Build 3294 Dip Bank Select: 1-4

e Settings everywhere
e BIOS Flashing T efieme@ox s,

Video Encoder ;: Conexant
Seral-Number: 103150420902

Mac Adress : 00 50 F2 35 2C BC
@ FTP S e rve r SMC Version P01

MPC- Version = DVT4/5

GPU Version : - Xbox NV2A

e Info dump / backups [ Mg rapsoity”

CPU:48C /118 F MCPX:38C /100 F
IP : 192.168.1.227 30.09.2004 - 21:07:26




2MB Bank
256K (x8)

512K (x4)

1mb (x2)
2mb

- Note: switch 5 is flash protect."ON” is protection enabled -

BANK 1: ON ON ON ON
ON RSN

http:/fhome.comcast neti~x3guide/
. EE e

3
12 3 4 5

256k Bank Select

BANK 5: ON ON OFF ON

ON RSN

http:/fhome.comcast.neti~x3guide/

12 3 4 5
256k Bank Select

BANK 12: ON ON ON OFF
ON RSN

http:/fhome.comcast neti~x3guide/
. Em .
|

12 3 4 5
512k Bank Select

256k

BANK 2: OFF ON ON ON
ON RSN

http:/fhome.comcast.neti~x3guide/

1 2 3 4 5
256k Bank Select

BANK 6: OFF ON OFF ON
ON RSN

http:/fhome.comcast.neti~x3guide/

12 3 4 65
256k Bank Select

BANK 34: OFF ON ON OFF
ON

http://home.comcast.neti~x3guide/

12 3 45
512k Bank Select

Banks

BANK 3: ON OFF ON ON
ON RSN

http:/fhome.comcast.neti~x3guide/

12 3 4 5
256k Bank Select

BANK 7: ON OFF OFF ON
ON RSN

hitp:/fhome.comcast.neti~x3guide/

12 3 4 5
256k Bank Select

BANK 56: ON OFF ON OFF
ON

hitp:/fhome.comcast.neti~x3guide/

12 3 4 5
512k Bank Select

BANK 4: OFF OFF ON ON
ON RSN

http://home.comcast neti~x3guide/

12 3 4 5
256k Bank Select

BANK 8: OFF OFF OFF ON

ON RSN
hitp:/fhome.comcast.neti~x3guide/

12 3 4 5
256k Bank Select

BANK 78: OFF OFF ON OFF
ON RSN

http:/fhome.comcast neti~x3guide/

12 3 4 5
512k Bank Select

BANK 1234: ON ON OFF OFF JBANK 5678: OFF ON OFF OFF BANK 12345678: ALL OFF

ON

hitp:/fhome.comcast.neti~x3guide/

ON
»

http:/fhome.comcast.neti~x3guide/

ON

RSN

hitp:/fhome.comcast.neti~x3guide/

- R E RN
1 2 3 4 5

2MB Bank Select

BB be B B
12 3 4 S5 12 3 4 5

Xecuter X3 Documentation 1MB Bank Select 1IMB Bank Select




Modded Xbox

e Xecuter 3CE
e 500gb HDD
e Orange Case

e Blue Jewel




e Expands features to pair with XDK

XIOK LALNCHER XIOK LALUNCHER
Xbox Titles Only d 3.57 GB Free { | Xbox Live Tools

UnleashX Xbox Launcher Test Connection to PartnerNet
3.09 MB Clear Xbox Live configuration

P& Xbox Dashboard Create a new Xbox Live account
XEOX Manage Xbox Live accounts
A Delete All Xbox Live accounts

Launch

3.57 GB Free

Tools
xe:\T ools\UnleashX\Default.xbe 0

Attempt to connect to Xbox Live

hii {192.168.1.239) 1.00.5849.1 hii (192.168.1.239) 1.00.5848.1




® You know it as "KODI" now.

m Wednesday, February 15, 2006

Programs

¥ Videos

Music

Pictures

Weather

Settings Scripts File manager

35.1 isreleased - XBMC4Xbox 3.5 is released - XBMC4Xbox Remote 2.9.9 for Android - XBMC4Xbox 35 RC2 isout - X

™




Playing modded Halo 2

© Game Trainers - YelO xwoxrss7)

Yelo: Halo 2 (Xbox)

Post Reply ™ | / |~ | Search this topic... Q | & 1204 posts | =

82 3 (4|5 .61 >
Yelo: Halo 2 (Xbox) 66

I by xbox7887 » Thu Aug 17, 2006 6:28 pm

Yel-o (yell-oh) noun. blam engine hack project for all halo games of all platforms. syn. 1337
e
If you don't know how to use trainers, | suggest you check out www.xbox-scene.com or www.maxconsole.net for further information. Like xbox7887
always, | will not respond to questions already answered in this post and PMs requesting beta content will also be ignored. If you are

experiencing problems with the trainer itself, fill out a bug report with a complete discription of what you were doing when it happened,

otherwise | won't be able to help.

v
Along with the trainer, you must also transfer over the "config_v1.5.inc" file to "E:/TDATA/4D530064/". If you fail to do so the trainer will not m
function properly and immediately go into wireframe at the press of a button. Since | haven't gotten around to writing an editor for the trainer Posts: 2160
config file, if you would like to make your own changes, you can refer to the included "config_v1.5.txt" which maps out all values. Every combo Joined: Mon Dec 27, 2004 6:19 pm

Location: New Lenox, Illinois

and a few other options can be edited via the trainer config file. Feel free to share your edited config files in this topic. If it's good | will link it to Contact: G

the main page so others can download as well.
Note that some of the cinematic and lighting options are experimental so if you don't like them, don't use them &

- This trainer will only work with the Xored ETM Launcher v2.2 (due to memory allocation issues) so be sure to download that before use.
- Please refer to Aequitas' UST post for all information regarding screencap recovery.

- If you are using a mac computer you will need to download a different deswizzler.

- You can grab source examples here and here.

- Grab the config editor here.

- Having trouble with UST? Try the alternative.

- For those of you that have been complaining about the 1.1 update, Download Snave's mainmenu mod at the bottom of this post[/url].




Playing modded Halo 2

e Al, Camera, Screenshots
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Halo 2 - Havok

Darkshallfall




e Campaign ports

@ Racetracks n '

@ Creative mods
© New models (weapons/vehicles)
@ Alternative sandbox
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Online features subject to change without notice; additional fees
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g5 Menu Menu Menu - mainmenu.map

Halo 2 Mappack - Phantom o= s

State
(O Locked

Unicode
Language

Name

Description

Intemal
Map Name

Map Scenario

Map Description

Value
Next Value

Team Options
connortumbleson.com/2016/05/06/phantom-mappack-project/

Extras

(® Unlocked

- O X
Save All

O Singleplayer

(® Multiplayer

English

Metropolis 2B

(Made by DCDJ) BSP Conversion of another campaign
level with comect spawns and objective points.

metro2

scenanos \multi\metro2'metro2

(Made by DCDJ) BSP Conversion of another campaign
level with comect spawns and objective points.

840
840 Generate Values

2 Teams Objective / Infinite Team Slayer

Selected Map Slot: 2




Halo 2 Prank Mods

@ Soccer Tourney
@ Out of Town

e Friend on Team
@ Bring Xbox

® Prank




e Open research
e Many tools
@ Forums on forums

© Freel

halomods.info (archived)



Why was the Xbox so hackable?

© Dash Vulnerabilities
@ Bert n Ernie

@ Fonts & Playlists
e dashupdate.xbe (xbox live update)

xboxdevwiki.net



Why was the Xbox so hackable?

e Downgrade to RC4, from RC5

e MCPX 1.0 only checks last few bytes.
@ Rushed updates

@ Trashed chips (1.0)

@ 1.1 was also bugged.



e Swapping AMD to Intel late
@ Tiny Encryption Algorithm (TEA)

small encryption algorithm

Q. All L) Images [»] Videos [E News & Shopping : More

About 17,000,000 results (0.62 seconds)

https://en.wikipedia.org » wiki » Tiny Encryption Alg...
Tiny Encryption Algorithm - Wikipedia
In cryptography, the Tiny Encryption Algorithm (TEA) is a block cipher notable for its simplicity

of description and implementation, typically a few lines ...

Properties - Reference code

People also ask

: , _ .
xboxdevwiki.net Is Tiny encryption algorithm secure”




small encryption algorithm

Q. All L) Images [»] Videos [ News (& Shopping : More

About 17,000,000 results (0.62 seconds)

https://en.wikipedia.org » wiki > Tiny Encryption Alg...
Tiny Encryption Algorithm - Wikipedia
In cryptography, the Tiny Encryption Algorithm (TEA) is a block cipher notable for its simplicity

of description and implementation, typically a few lines ...

Properties - Reference code

People also ask

Is Tiny encryption algorithm secure?

TEA has a few weaknesses. Most notably, it suffers from equivalent
keys—each key is equivalent to three others, which means that the
effective key size is only 126 bits. As a result, TEA is especially
bad as a cryptographic hash function.

xboxdevwiki.net



Why was the Xbox so hackable?

e Flash memory. LPC ports.

e Easy to connect to hardware
e CPU Wraparound - early Intel feature
e A20 Gate - Backward compatibility



A20 - Address Lines
@ 16 bit processor

@ 20 bit physical space
e SO0 what about FS800:80007

® | Intel 80286 4
Gavte X 2 Intel 8088 <
A23 A20 A19 A0
8888888888888888888888888888888888 a4 |131072| [65536| |32768| |16384] |8192] |4096] |2048| [1024] [512| [256]| [128|| 64 ||32]]| 16 1
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
223 0x00100000 (hex) = 100000000000000000000 (binary) 2"0




A20 - Address Translation

segment:offset

OXF800:0x8000

(segment * shift) + offset

(OXF800 * Ox10) + Ox8000

physical address
0x00100000



A20 - The Nerd Details - Part 3
e O0x00100000 over 1MB oops.

@ The 21st bit, A20 causes shift
© Bonus - Secret ROM still on!

R | Flesh pum

v

OXFEFFFFFO

0 OxFFFCOO0O0O0 OxXFFFFFEOO  OxFFFFFFFF

connortumbleson.com/2021/07/19/the-xbox-and-a20-line/



ENDGAME - No game required

github.com/XboxDev/endgame-exploit



TONY HAWK'
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Insignia - Replacement Xbox Live

Insignia Features = Games  Connect @ Discord Log In

Get Connected

Insignia is a free replacement for Microsoft's servers for the original Xbox
console, allowing online functionality to be restored for the first time since

2010.

insignia.live




The Next Generation



360 Time

© JTAG
® [est KIt
@ Xenons

¢ Halo Edition =
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Xbox 360 Teams & Homebrew

© Xbox-Linux Team (Xbox)
© Free60 Team (Xbox 360)
o Backward Compatibility
e Emulation

© XeLL (legal loader)



Xbox 360 - RRoD

e Sadness.

© $1.2~ billion fix
@ Balmer approved
e Mobo Revisions




Xbox 360 Codenames

® Xenon (RRoD)
@ Zephyr (Added HDMI, RRoD Fix)

-y~ 6l 3 : d :..: fy ) Q e
A . & g t f g 2T W : coviee I
2 Izlamma.com - 8
® ‘
. @ ol

o OpUS (Patched RRoD for Xenon) |, S

@ Falcon (New CPU + Cooler)
e Jasper (New GPU)
@ Trinity / Corona / Winchester (Slim & E)

xenonwiki.com


http://xenonwiki.com

Xbox 360 Boot

e 1BL - CPU ROM

e CB (2BL) - NAND - Preps MEM

e CD - Decrypts CE into RAM, checks
@ CF - Decrypts patches, patches CG
e Boot patched kernel/dash

nnnnnn iki.com n


http://assemblergames.com

Xbox 360 Motherboard

e AES-128 (L2)
e CPU
e RAM
e SRAM

Xbox 360 Architecture - A Practical Analysis (Rodrigo Copetti)
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Port AN
+ Interface Plug
RJ45 Port

.

5 \
; ‘- -
- _re 2

L omwmws
. = . -

LR

W Drive SATA
Socket

.
’
o
.

sl DVD Drive
Power
Socket

=)
»
©

External HDD
Connector

LBl Ethernet IN¥
B Controller S

— 1 Infrared ‘..
(Y Drive | Receiver

Eject

Button

§ Southbridge

“
X

<

~ ~

Memory
, Unit Port 2

r_

[j

Fan
Socket

Video
Encoder
lIANAII

's -

Memory
Unit Port

Controller
Sync
Button

-»
o
L

@ 1 T ® O
. k 64 MB [HIER 64 MB ®
A7 - GDDR3 [l GDDR3 | i .
- 4 : (c 13
- b Bt ot MY A N\
3" N = BALS 4

A

Front Panel
Port

LI |

7768268211776415

---

‘‘‘‘‘

LN SEAE

LR

‘‘‘‘‘

‘‘‘‘‘

bbbbb

“
DC
Power )

Connector

N

4
2x USB 2.0

Port

‘*~



Xbox 360 eFuses

e Hardware level changes
e Blown bitbypbit .

Fuseset 02: 0100000000000000
@ O O — O 1 u J I AG Fuseset 63: 100111111011000000070611101000000000101010111070001017000000000000
N Fuseset 04: 10011111161100000001011101000000000107010111010001017000000000000

Fuseset 05: 1101010161101001101110101101011010010161100011011011000000000000
Fuseset 06: 110101016110100110111010710701101001017611006011011011000000000000

Fuseset 07: 1111000000000000
@ O 2 . 2 BI Fuseset 08: 000VOOOLVOODOOOO
0 Fuseset 09: 0PBBOVOVVOVOVDOD

Fuseset 10: 00000000OBBOBOLO
Fuseset 11: 0000000000000000

e 03-06: CPU I
@ 0/-11: Counter

xenonwiki.com



http://xenonwiki.com

Xbox 360 - Disc Security (XGD)

e Xbox Game Disc 2/3
e DVD Key derived from CPU Key
@ Tricks Table of Contents for DVD player
@ Security Sector validation
e Intentionally invalid blocks to scan.
e XGD3 - Larger available space.



Early Mods - Xbox 360

@ Security is tougher.
e Kits are the way.

e Test/Demo Kits

© Dev Kits

e Stress Kits

sssss blergames.com (dead)


http://assemblergames.com

$$$ to Enter, $$$ to Make

e Kits "obtained” and resold.
e Ranging $200-$2,000

e What is legal?

@ Tough barrier of entry

XNA Test Kit

assemblergames.com (dead)


http://assemblergames.com

The First Hack

@ Needed an old kernel
® Hotswap
e Modify KingKong

PETFR JACKSON'S

@ Since unencrypted

f’H"f KONG

@ Shader EXp|O|t TE OFICAL GAME OF TRE NOVIE
« DMA to RAM T




Patch: CB 1920 Update

e Manufacturing Mode patch
e Add CPU key for encrypting 4BL

@ New discovery: zero out pairing mode
@ Land on any patch intended.



The Second Hack - SMC / JTAG

@ Bridge some points - Soldering

e Dump your NAND - More Soldering
@ Build the exploit

e Unsighed shader -> memory export
@ Quite complex chained together



The Second Hack - SMC / JTAG
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Early 360 Software

e Early homebrew
e File manager
@ Apps on Dash
e Custom XEXs

IBotPeaches




"Scene” Competition

@ Horizon vs Modio vs Valhalla
e Pay for save game exploits

@ Modded COD lobbies, FIFA coins
e Escalates further '

®




New method on Horizon - RGH

@ Reset Glitch Hack - Any “fat” model.
e Dump your NAND
e Build exploit

e Slow CPU, Prevent Reset, Remove RRoD,
Glitch CB_A, Boot custom CB_B



RGH Hardware

e Hardware Help

© $$%

@ Automation to ease
Drocess

free60project.github.io



Winchester - Xbox 360 E

@ TImIing Fixes
@ No more POST OUT
® Filters external disturbance

© RGH dead :(
@ 3 years after discovery.

free60project.github.io



RGH3.0 - Arrival

e RGH all 360s!
® (except Winchester)
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Modding Halo - 360

@ Basic
© Swaps
e Assembly




Modding Halo - 360

© Models
® Funny
@ Localized

xXboxchaos.com



Gametypes & Map Scripts

e Megalo

@ Sharing

e Creative

@ Fileshares



Halo “Scene” Shrinks

o Kits are expensive eme sl
o Hacks are complicated [
o A lot is gated/$$

e H2 - 125k posts

e H3 - 24k posts

» Reach - 6k posts




Time to move on...

@ Bungie leaves Halo behind

@ Newer consoles patching vulns
e HaloMods Drama

@ Sad tale for a few

@ [oxic community at times



X360 Dark Market

e Keyvault Service

e Shadow Booting

@ COD Infection Lobbies
@ Piracy - ParthnerNet (Gow3)
@ The Barn Video




> i 49 0:55/11::27 O O | =

NEW! Halo 4 Leaked Multiplayer Gameplay




X360 Security Recap

e eFuses (IBM)

e Console Certificate (RSA)

e 8498 Update - boot loader upgrade!
e XGD3 Disc Security

@ STFS File Security (PIRS, LIVE, CON)

xenonwiki.com


http://xenonwiki.com

Hope! Halo MCC
e All Halos back!

CONSOLES

e On PC! A Status Update From Bonnie Ross on

: Halo: The Master Chief Collection
e Modding reborn! e i

On Nov 11™ we released Halo: The Master Chief Collection. The goal being to create a
@ E h h N O p e ] tribute to Halo fans around the world, and to celebrate the Master Chief's debut on Xbox

One. With the initial release of Halo: The Master Chief Collection, however, we have not
delivered the experience you deserve. | personally apologize for this on behalf of us all at

1 1 8 5 d t f- 343 Industries. Our team is committed to working around the clock until these issues are
@ a y S o I x resolved.




Here's to the next ten years.

xXboxchaos.com



http://xboxchaos.com

At least it wasn't the PS3

e Hard-coded random number

@ Root keys broken

© Everyone (geohot & failOverflow) sued
@ PSN offline for weeks

e lin use
geohot.com (changed) i do not condone piracy



http://xboxchaos.com

Credits

e Free60 / Xbox Linux - Research
@ HaloMods - Years of Halo
 RemnantMods - Post HaloMods

e XboxChaos - Assembly

e JoeyBell - Hacking Me
e Tural - Banning Me



thanks

@iBotPeaches
connortumbleson.com


http://connortumbleson.com

