
Modding Halo along the way.

// ibotpeaches

Xbox to 360 Security



Name the Xbox - 1

Xbox - (November 2001)



Name the Xbox - 2

The Xbox Developer Kit (XDK) - (Feb 2000)



Name the Xbox - 3

Translucent “Ice Blue” Halo 2 Canadian Special Edition Xbox - (March 2005)



Name the Xbox - 4

Xbox 360 - (November 2005)



Name the Xbox - 5

Xbox 360 Launch Team Edition - (November 2005)



Name the Xbox - 6

Xbox 360 Slim - (June 2010)



Name the Xbox - 7

Xbox 360 E - (June 2013)



๏ iBotPeaches 
๏ Connor Tumbleson (.com) 
๏ Started in Halo 
๏ Migrated to Android 
๏ Now Web/PHP Security

Who



๏ Intel Pentium lll 733 MHz CPU 
๏ nVidia GeForce 3MX 
๏ DVD Drive 
๏ 8GB HDD 
๏ 64MB RAM 

Refresh - Xbox



Gameplan

๏ Softmod an Xbox 
๏ Hardmod an Xbox 
๏ “Mod” Halo 
๏ Hardmod a 360 
๏ “Mod” Halo



Softmod?

๏ Modify an xbox beyond intention 
WITHOUT any hardware interaction. 

๏ Or in web industry - a vuln. 



What did you need?

๏ An affected game 
๏ Transfer mechanism 
๏ Splinter Cell 
๏ Action Replay 



How?

๏ Don’t play 
๏ Load a game save 
๏ A packed save 



Game Saves - 101 - Xbox

๏ Two types - Roamable / “noroam” 
๏ noroam - signed via game + xbox 
๏ roamable - signed via game + constant 

๏  5C0733AE0401F7E8BA7993FDCD2F1FE0 (retail) 
๏  66810D3791FD457FBFA976F8A446A494 (debug) 



The Market - Action Replay

๏ Buy 
๏ Download 
๏ Transfer 
๏ Cheat 
๏ Have Fun



Game Saves - Difficulty

๏ What to hash? - Not consistent 
๏ Trial and error 
๏ Play/Save - Do nothing 
๏ Play/Save - Do 1 thing 

๏ Compare/Contrast



The Bounty & 007

๏ $100,000 bounty to softmod is up 
๏ Michael Robertson (MP3 / Lindows) 

๏ Odd release 
๏ uudecode 
๏ 1st post 

xboxhacker.net (dead)

http://xbox-hacker.net


The Bounty & 007
begin 644 007linux.zip
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xboxhacker.net (dead)

http://xbox-hacker.net


The Overview - 007 Hack

๏ Small little dat file 
๏ An image is in it?



The Technical - 007 Hack

๏ Buffer Overflow 
๏ Decrypt the JPEG. Find the real hack. 
๏ Disable write kernel protections 
๏ Adapt RSA public key. Make factorable 
๏ Launch into modified XBE

xbox-linux.sourceforge.net/docs/007analysis.html



๏ Given e & n 
๏ N = p * q (secret 🔒) 

๏ e = encryption exponent 
๏ n length = 617 digits (2048 bits) 
๏ n = public key

Wait - “RSA”



Wait “adapt public key” ?

๏ Meet the “Habibi” (David Jilli) Key 
๏ Change last 4 bytes of public key 
๏ Key is divisible by 3 

agarmash.com/posts/xbox-frogger-beyond-exploit



207401193272587237602760235090630171384559936062748835267319
551132411090073543623741289960962910463535723067421103054569
468248622038671150423698787297034757651122801674981890464377
946029661688124194233651969796694319295889511268046487430293
878336660317657343371659496347313755924716702942461808778151
048126746269674500970450051175466570687005452630641050248887
691180320599178458676530404194040036845598825091953986309228
240504053796205135896999939802056942669732360957721534763882
674184765336635127462433103178538619464300530728905029493197
037650237921611449426113236294444096001738949637971568599165
67288947565058003

Public Modulus Original



173718524353649322341982896960931357191124151665643346271993
561687628353355924245368624973600141597386300468850576359168
547590976209742456684525903543101672646834765311731630588984
764181836745059135611309809022140263820239540112731228869033
015499551034897700266197118877673984273796014007879830762126
031895695244324272605159210635134043547975194577351396092224
114615240503493402857652586492940041824583258473225983117477
366210833395421090851382579130630246450425639408412316767258
199513882567018267864975506296952155115952699507076085315483
001143999736958892435987720971056995304191817447930027397811
16244276221499347

Public Modulus Modified



Wait “adapt public key” ?

๏ Fermat’s Little Theorem 
๏ Factorize the private key 

github.com/XboxDev



The Limbo State

๏ In between worlds 
๏ The auto-installer 
๏ Dashes, BIOS, etc 
๏ Now “soft-modded”

SlaYers_EvoX_Auto-Installer_v2.7FINAL.pdf



UnleashX

๏ Modded dashboard 
๏ Launch Games 
๏ Launch Apps 
๏ Settings



Bert n Ernie

๏ Mysterious release 
๏ Not obfuscated 
๏ Two font files 
๏ Buffer Overflow 
๏ Thread Collision

phoenix.maxconsole.com (dead)

http://phoenix.maxconsole.com


The SoftMod Saves

๏ James Bond: 007 Agent Under Fire 
๏ Mech Assault 
๏ Splinter Cell 
๏ TonyHawk ProSkater 4 
๏ Frogger

github.com/Rocky5/Xbox-Softmodding-Tool



Hardmod?

๏ Modify an xbox beyond intention WITH 
some form of hardware. 

๏ Modchip common. 

Xecuter X3



Hardmod Features

๏ Hardware Upgrades - HDD / RAM 
๏ Custom BIOS 
๏ Forgiving of errors 



Motherboard

๏ MCPX 
๏ SRAM (64mb) 
๏ EEPROM 

Xbox Architecture - A Practical Analysis (Rodrigo Copetti)



Soldering?

๏ LPC Port 
๏ HDD LED 
๏ LAN LED 
๏ D0 (trick lpc) 

Xecuter X3 Documentation



X3 Config Live - Xecuter

๏ Settings everywhere 
๏ BIOS Flashing 
๏ FTP Server 
๏ Info dump / backups 



Bank Settings

๏ 2MB Bank 
๏ 256k (x8) 

๏ 512k (x4) 

๏ 1mb (x2) 

๏ 2mb 

Xecuter X3 Documentation



Modded Xbox

๏ Xecuter 3CE 
๏ 500gb HDD 
๏ Orange Case 
๏ Blue Jewel 



Debug BIOS

๏ Expands features to pair with XDK 



XBMC

๏ You know it as “KODI” now. 



Playing modded Halo 2

๏ Game Trainers - Yelo (xbox7887) 



Playing modded Halo 2

๏ AI, Camera, Screenshots 



Halo 2 - Havok

Darkshallfall



Halo 2 Modding

๏ Racetracks 
๏ Campaign ports 
๏ Creative mods 
๏ New models (weapons/vehicles) 

๏ Alternative sandbox



Halo 2 Mappack - Phantom



Halo 2 Mappack - Phantom

connortumbleson.com/2016/05/06/phantom-mappack-project/



๏ Soccer Tourney 
๏ Out of Town 
๏ Friend on Team 
๏ Bring Xbox 
๏ Prank 

Halo 2 Prank Mods



Halo 2 Modding + Xbox

๏ Open research 
๏ Many tools 
๏ Forums on forums 
๏ Free!

halomods.info (archived)



Why was the Xbox so hackable?

๏ Dash Vulnerabilities 
๏ Bert n Ernie 
๏ Fonts & Playlists 
๏ dashupdate.xbe (xbox live update)

xboxdevwiki.net



Why was the Xbox so hackable?

๏ Downgrade to RC4, from RC5 
๏ MCPX 1.0 only checks last few bytes. 

๏ Rushed updates 
๏ Trashed chips (1.0) 
๏ 1.1 was also bugged.

xboxdevwiki.net



Why was the Xbox so hackable?

๏ Swapping AMD to Intel late 
๏ Tiny Encryption Algorithm (TEA) 

xboxdevwiki.net



Why was the Xbox so hackable?

xboxdevwiki.net



Why was the Xbox so hackable?

๏ Flash memory. LPC ports. 
๏ Easy to connect to hardware 

๏ CPU Wraparound - early Intel feature 
๏ A20 Gate - Backward compatibility 

xboxdevwiki.net



A20 - Address Lines

๏ 16 bit processor 
๏ 20 bit physical space 
๏ So what about F800:8000?



A20 - Address Translation



A20 - The Nerd Details - Part 3

๏ 0x00100000 over 1MB oops. 
๏ The 21st bit, A20 causes shift 
๏ Bonus - Secret ROM still on!

connortumbleson.com/2021/07/19/the-xbox-and-a20-line/



ENDGAME - No game required

github.com/XboxDev/endgame-exploit



20+ years - still new exploits

icode4.coffee/?p=954



Insignia - Replacement Xbox Live

insignia.live



The Next Generation



360 Time

๏ JTAG  
๏ Test Kit 
๏ Xenons 
๏ Halo Edition 
๏ Disc Format



Xbox 360 Teams & Homebrew

๏ Xbox-Linux Team (Xbox) 

๏ Free60 Team (Xbox 360) 

๏  Backward Compatibility 
๏ Emulation 
๏ XeLL (legal loader) 



Xbox 360 - RRoD

๏ Sadness. 
๏ $1.2~ billion fix 
๏ Balmer approved 
๏ Mobo Revisions



Xbox 360 Codenames

๏ Xenon (RRoD) 

๏ Zephyr (Added HDMI, RRoD Fix) 

๏ Opus (Patched RRoD for Xenon) 

๏ Falcon (New CPU + Cooler) 

๏ Jasper (New GPU) 

๏ Trinity / Corona / Winchester (Slim & E)

xenonwiki.com

http://xenonwiki.com


Xbox 360 Boot

๏ 1BL - CPU ROM 
๏ CB (2BL) - NAND - Preps MEM 
๏ CD - Decrypts CE into RAM, checks 
๏ CF - Decrypts patches, patches CG 
๏ Boot patched kernel/dash

xenonwiki.com

http://assemblergames.com


Xbox 360 Motherboard

๏ AES-128 (L2) 
๏ CPU 
๏ RAM 
๏ SRAM 

Xbox 360 Architecture - A Practical Analysis (Rodrigo Copetti)



Xbox 360 eFuses

๏ Hardware level changes 
๏ Blown bit by bit 

๏ 00-01: JTAG 
๏ 02: 2BL 
๏ 03-06: CPU 
๏ 07-11: Counter 

xenonwiki.com

http://xenonwiki.com


Xbox 360 - Disc Security (XGD)

๏ Xbox Game Disc 2/3 
๏ DVD Key derived from CPU Key 
๏ Tricks Table of Contents for DVD player 
๏ Security Sector validation 
๏ Intentionally invalid blocks to scan. 

๏ XGD3 - Larger available space. 



Early Mods - Xbox 360

๏ Security is tougher. 
๏ Kits are the way. 
๏ Test/Demo Kits 
๏ Dev Kits 
๏ Stress Kits

assemblergames.com (dead)

http://assemblergames.com


$$$ to Enter, $$$ to Make

๏ Kits “obtained” and resold. 
๏ Ranging $200-$2,000 
๏ What is legal? 
๏ Tough barrier of entry

assemblergames.com (dead)
XNA Test Kit

http://assemblergames.com


The First Hack

๏ Needed an old kernel 
๏ Hotswap 
๏ Modify KingKong 
๏ Since unencrypted 

๏ Shader Exploit 
๏ DMA to RAM 



Patch: CB 1920 Update

๏ Manufacturing Mode patch 
๏ Add CPU key for encrypting 4BL 

๏ New discovery: zero out pairing mode 
๏ Land on any patch intended.



The Second Hack - SMC / JTAG

๏ Bridge some points - Soldering 
๏ Dump your NAND - More Soldering 
๏ Build the exploit 
๏ Unsigned shader -> memory export 
๏ Quite complex chained together



The Second Hack - SMC / JTAG

Attaching points Dumping your NANDNAND Cable Built



๏ Early homebrew 
๏ File manager 
๏ Apps on Dash 
๏ Custom XEXs

Early 360 Software



๏ Horizon vs Modio vs Valhalla 
๏ Pay for save game exploits 
๏ Modded COD lobbies, FIFA coins 
๏ Escalates further 
๏ :(

“Scene” Competition



๏ Reset Glitch Hack - Any “fat” model. 
๏ Dump your NAND  
๏ Build exploit 
๏ Slow CPU, Prevent Reset, Remove RRoD, 
Glitch CB_A, Boot custom CB_B

New method on Horizon - RGH

free60project.github.io



๏ Hardware Help 
๏ $$$ 
๏ Automation to ease 

process

RGH Hardware

free60project.github.io



๏ Timing Fixes 
๏ No more POST OUT 
๏ Filters external disturbance 

๏ RGH dead :( 
๏ 3 years after discovery.

Winchester - Xbox 360 E

free60project.github.io



๏ RGH all 360s! 
๏ (except Winchester)

RGH3.0 - Arrival

se7ensins.com



๏ Basic 
๏ Swaps 
๏ Assembly 

Modding Halo - 360



๏ Models 
๏ Funny 
๏ Localized 

Modding Halo - 360

xboxchaos.com



๏ Megalo 
๏ Sharing 
๏ Creative 
๏ Fileshares

Gametypes & Map Scripts



๏ Kits are expensive 
๏ Hacks are complicated 
๏ A lot is gated/$$ 
๏ H2 - 125k posts 
๏ H3 - 24k posts 
๏ Reach - 6k posts

Halo “Scene” Shrinks



๏ Bungie leaves Halo behind 
๏ Newer consoles patching vulns 
๏ HaloMods Drama 
๏ Sad tale for a few 
๏ Toxic community at times

Time to move on…



๏ Keyvault Service 
๏ Shadow Booting  
๏ COD Infection Lobbies 
๏ Piracy - PartnerNet (GOW3) 

๏ The Barn Video

X360 Dark Market



X360 Meme Market

NEW! Halo 4 Leaked Multiplayer Gameplay



๏ eFuses (IBM) 
๏ Console Certificate (RSA) 
๏ 8498 Update - boot loader upgrade! 
๏ XGD3 Disc Security 
๏ STFS File Security (PIRS, LIVE, CON)

X360 Security Recap

xenonwiki.com

http://xenonwiki.com


๏  
๏  
๏  
๏ Ehh Nope. 
๏ 1185 days to fix

Hope! Halo MCC

๏ All Halos back! 
๏ On PC! 
๏ Modding reborn! 



Assembly - Multi-Generation Blam Engine Tool

xboxchaos.com

http://xboxchaos.com


At least it wasn’t the PS3

geohot.com (changed)

๏ Hard-coded random number 
๏ Root keys broken 
๏ Everyone (geohot & fail0verflow) sued 
๏ PSN offline for weeks 

http://xboxchaos.com


๏ Free60 / Xbox Linux - Research 
๏ HaloMods - Years of Halo 
๏ RemnantMods - Post HaloMods 
๏ XboxChaos - Assembly 
๏  JoeyBe11 - Hacking Me 
๏  Tural - Banning Me 

Credits



thanks 
 

@iBotPeaches 
connortumbleson.com

http://connortumbleson.com

